Polish industry stands at the threshold of the 4th Industrial Revolution, whose core is data collected from manufacturing and exploitation processes. The number of the devices that are capable of communication increases exponentially. These facts imply a constant evolution of automated systems, intelligent data analysis, and methods for their reliable and efficient transmission. The current rapid development of communication technologies mainly focuses at the transmission of digital data. Digital data is most often sent within separated hardware segments of business management structures, for the control and monitoring of machines, devices, and processes. At the lowest levels, fieldbuses prevail, from which data is aggregated and transmitted, often by Ethernet protocols, to the level of enterprise branch servers. Then branches connect to the central structures using encrypted tunnels created within the Internet. The whole structure is exposed to a number of threats related to the presence of typical failures, disruptions, as well as actions leading to the data mismatch or transmission failures. A similar state of needs and threats in the field of acquisition and transmission of digital data occurs in Polish mining. The problem of the complexity of communication structures, including sensory networks and battery-powered wireless sensors, becomes a part of mining technology and the processing of raw materials. Development processes of sensory networks are mainly focused on its reliability, followed by performance. For this reason, as well as bearing in mind the reduction of the costs of building the communication infrastructure, networks with mesh topology develop, which are characterized by high transmission reliability due to its multi-redundant structure. This article describes the development of one of the latest communication protocols SSKIR, intended for use in mesh networks.
INTRODUCTION
The most important way to increase the efficiency of coal mining, while maintaining the safety of crews, is to include Polish mining in the idea of Industry 4.0. Research into key sectors of the German and European economy has shown [3] that progress is possible through digital transformation, whose basic factors are digital data, automation, communications, and digital access of consumers.
The broadly understood Polish underground mining industry is beginning to transform itself within the idea of the Mining 4.0 programme, which means the development of such areas as the Internet of Things, mechatronics, telematics, and product distribution.
The first area, the Internet of Things (IoT), is aimed at including all devices into the network of intelligent management, both from the local manufacturer's level and from the external supplier/manufacturer/service provider of machines and devices. From the point of view of security and economy, it is important to combine production processes [11] with business processes [14] through appropriate software. On the basis of the collected data, their evaluation, inference, and suggestions of solutions are made. Thanks to the connection with economics, it is possible to obtain measurable information about the conducted production and business processes [16] .
The second area, mechatronics, combines elements of mechanics, electronics, control and computer science, and it is used, among others, to design modern machines and equipment for automation and robotics. According to the definition adopted by the International Federation for the Theory of Machines and Mechanism, mechatronics is a "synergistic combination of precision mechanics, electronic control and system thinking in the design of products and production processes" [10] . It should be stated that this area has been developed for several years by scientists and manufacturers of products working for the mining industry. The fact that mechatronics in mining is already well established is also confirmed by that education in the field of mechatronics is one of the requirements for qualifications in the area of professional training of a person who is supervising underground activities of a mining plant with mechanical specialization in the field of underground machines and equipment.
Telematics is understood as [12] structural solutions, in which electronic information acquisition and processing are integral elements of the telecommunications system and technical solutions integrating universal telecommunications and IT systems. Telematics basically defines new telecommunication functions connected with the field of IT, which, in mining, means specialized ICT systems integrating telecommunications with IT used in these systems [13] .
The last of the areas, product distribution, is oriented towards the final customer, while the distribution itself is an element of logistic activities in the company [17] . The character of this area is best explained by one of many definitions, which states that the purpose of distribution is to provide customers with products in appropriate quality, in the appropriate time and place, in the most convenient forms and conditions of making purchases, as well as at the lowest possible costs of bringing them from production to intermediate and final customers [10] .
STATE-OF-THE-ART SMART MINING COMMUNICATION SYSTEMS
The rock and coal, surrounding a coal mine roadway, act as relatively low-loss dielectric media in the frequencies of range 200-4,000 MHz and a dielectric constant of 5-10. Under these conditions, a reasonable hypothesis is that the transmission takes the form of wave propagation, since the wavelength of ultra-highfrequency (UHF) waves are smaller than the roadway dimensions. An electromagnetic wave traveling along a roadway in a dielectric medium can propagate in any one of a number of allowed waveguide modes. All of these modes are modes with losses, because any part of the wave that impinges on the roadway wall is partly refracted into the surrounding dielectric and partly reflected back into the waveguide. The reflected part propagates away from the waveguide and represents a power loss. The overall loss in the strength of the signal, in a straight roadway, is the sum of propagation loss and the insertion loss of the transmitting and receiving antennas. It has been found that the total loss is minimal in the range of 400-1,000 MHz, depending on the desired communication distance. Hence, the UHF communication system is used in straight roadway for line-of-sight communication [1] .
In the present market, there are many mining systems of wired and wireless communication, which must function under the harsh conditions described above. Most of them do not have smart features, understood as the ability to adapt and learn, which increases the resistance to failures and interference. Mining telecommunications networks are mainly used for analogue and digital voice communication, text communication, identification, positioning, and the aggregation of data coming from machinery and equipment during longwall and excavation operations. Mining communication networks are mostly created with the use of classical bus and star topologies as their assembly. The main communication routes are commonly made with the use of a fibre optic medium. However, there are relatively many networks with copper medium in use, the core of which is inefficient serial communication based on the RS485 protocol.
As the hierarchy of communication becomes lower and lower, innovative solutions of fieldbus class networks, including networks intended for data acquisition from extensive sensory structures, are more and more frequently encountered. In this context, the solutions developed in recent years should be listed: 2. DPS11-mine smart telemonitoring system (Fig. 2) produced by ZAM-SERVICE s.r.o. The DPS11 Mine Data Transfer System is a modular system for two-way transfer of data, visualization and control the mines technology and air monitoring in the SCADA standard. DPS11 use for the data transfer between the mine sections comprised of data concentrators fitted with terminal monitoring sensors or DKD11-ABVconcentrators and the surface section comprised of modems and a server to process, store and visualise the data. The DPS11 provides communication and power supply to peripheries connected to the system. The system ensures the transfer of data with information referring to, for example, the methane concentrations measured, the levels of analogous signals, statuses of binary inputs, binary outputs, and voltage outputs. The system also includes a state-of-the-art solution of communication cable RFK-01 which integrates WiFi access points and RFID readers in its structure ( Fig. 3 ). 3. Since 2012, ITG KOMAG has been developing the concept of a protocol of selforganizing communication structure, named SSKIR [9] , which is based on one of artificial intelligence technologies, "swarm intelligence," which is a direct implementation of phenomena and behaviour observed in nature among organisms living in large groups. Their behaviour, to some extent, can be transferred to the operation of routing protocols. The system structures developed by humans (irrespectively to real implementation), using the swarm algorithm, have high possibilities for adaptation and high operational reliability.
In 1987, during the SIGGRAPH conference, a programmer, Craig Reynolds, in the paper entitled "Flocks, Herds, and Schools: A Distributed Behavioural Model," suggested three basic rules of self-organization based on observed groups of animals, as follows [7] :
 Collision avoidance is control eliminating a local concentration of individuals.
Collision avoidance eliminates accumulation of hardware and decision structures.  Flock centring are actions towards the average behaviour of local groups of individuals.  Velocity matching are actions towards the average objective of local groups of individuals. Velocity matching enables the individual to adapt its actions to other individuals from its local group. Based on the above rules, the creation of a communication system made of a sensor network in which routing is based on a swarm algorithm was suggested [8] . Each data frame transferred by the Measure Transmission Unit (MTU) is marked by a quality coefficient W P specifying the transmission priority referring to the effectiveness of data transmission to the main transceiver stations. This coefficient can take a value that conforms to one of connections or path metrics [2, 4] .
SMART MINING WIRELESS COMMUNICATION SYSTEM BASED ON THE SSKIR PROTOCOL
The solution of sensory network proposed by ITG KOMAG is based on wireless network nodes working at the frequency of 2.4 GHz. The advantage of this solution is the short distance between the nodes (under 10m), and thus negligible problems with power loss and wave reflections in the mine roadways. The presented communication system will also be implanted in the SSMS longwall support geometry monitoring system [6] . As mentioned above, the W P coefficient can take a value that conforms to one of connections or path metrics; therefore, transmission speed and the number of hops of transmitted frames containing the following measurement data is based on data propagation times:
 Expected Transmission Count (ETX) is a metric that is widely used in mesh networks. ETX is the metric specifying the number of expected transmissions, which is indispensable when sending data to the next node without errors. The number varies from 1 to infinity. An ETX metric equal to 1 indicates a perfect data transmission path, and an ETX approaching infinity represents the connection that is not functioning.  Expected Transmission Time (ETT) is an extension of ETX metrics, since it takes into consideration the difference in the speed of data transmission. The ETT of connection l is defined as an expected duration of the successful transmission of a data package in connection 1. The importance of p path is defined as a sum of the ETT of all possible connections along the given path. The relationship between ETT and ETX can be expressed as follows:
where  b l is a speed of transmission of information in connection l,  s is a size of transmitted package.
 Hop count is the most often used routing metric in the existing routing protocols, such as DSR (Dynamic Source Routing), AODV (Ad Hoc On-Demand Distance Vector), or DSDV (Destination-Sequenced Distance Vector). Hop count is the routing measure used to measure a distance between transmitting and receiving stations counting the hops. The next hop can be a receiving station or device intermediating in the exchange of information. The protocol using the Hop count metric determines the route with the lowest number of hops between transmitting and receiving stations.  Weighted Cumulative ETT (WCETT) is a metric that includes both the quality of a connection (losses, throughput) and the number of hops. Thus, we can reach a compromise between delay and throughput.
where  β is a set parameter from the range 0 ≤ β ≤ 1. Higher values of β give priority to paths using many channels and its lower values give priority to shorter paths,  k j j X   1 max counts the maximal time of appearance of the same channel in a given path.
 MIC is metric that improves the operation of WCETT by solving its isotonicity and inability of detecting the collisions. MIC metrics of p path can be defined as follows:
where  N is a number of all nodes in the network,  min (ETT) is the lowest ETT in the network and it can be determined on the basis of the lowest speed of data transmission in radio charts.
Additionally, the following principles resulting from swarm phenomena are assigned to each data package so that the system can react to changes in a node structure (failures, nodes displacement):
1. The package matches its speed to the packages moving in paths of higher W P coefficient. 2. The package uses the path parallel to the optimal route (of highest known W P value), if its W P decreases. 3. The package uses the optimal path (of higher known W P value), if the W P coefficient of the current route decreases. 4. The package avoids transmission through the nodes that are marked as damaged. 5. The package can leave the present path, if the main transceiver station is found. Local data, which is indispensable for the realization of tasks resulting from the above principles, are calculated and stored in nodes. There is no need to create a master routing table. The use of these rules causes that the group of MTUs creating the transmission connection automatically develops the structure of reliable transmission routes while neglecting the damaged units. The data frame in the SSKIR protocol is defined by four additional values:
 Its own unique MTU identification number,  X and Y coordinates defining the occupied position in the solution space of the communication path structure,  The priority factor in the communication path of which the frame is an element,  The baud rate for the X and Y dimensions, i.e. vX and vY.
The neighbours of frames with the number of a given MTU are called other frames that are in the MTU transmission range, i.e. those that are in a sufficiently short distance d and simultaneously in the field of view, defined by the value of virtual angle r. In order to check whether a given frame e of coordinates e.X and e.Y respectively, is a neighbour of MTU b of coordinates b.X and b.Y, it is necessary to check first whether the element is in a sufficiently short distance.
If the inequality is not met, then the next rules are not checked, because a given frame from the MTU e is certainly not a neighbour of frames from the MTU b. If the inequality is met, it is checked if the frame is in the virtual viewing angle r by determining the angle r 1 under which the frame moves virtually:
. arctan 1 (5) and the virtual angle r 2 of the segment connecting the MTU b frame with the MTU e frame:
. . arctan 2 (6) assuming that b.vX≠0 and e.X-b.X≠0. Then the absolute value of the angle difference is calculated and the inequality checked:
If the unevenness is met, then the frames come from neighbouring MTU. Next, the first rule is applied, and each frame adjusts its path to frames from neighbouring MTU. One must calculate the average speed v avg of all frames from the neighbouring MTU (separately for the vX and vY components) and then modify the frame transmission speed, taking into account the path priority factor, the current speed, and the calculated average, according to the following formulae:
To apply the second rule, the average number of frame jumps in the d avg transmission path should be calculated in relation to frames from neighbouring MTU, and then the frame transmission speed should be modified in relation to neighbouring MTU. Formulae (9) are the result of the triangular similarity claim. The frame's position in the transmission path, whose speed is modified b and the position of the neighbour e, is used:
The third rule shows that, when a frame in a path with a lower priority coefficient tries to carry out the transmission, competing with a frame with a higher priority, it should avoid it by modifying its speed. Formulae (10) also use the triangular similarity claim. Let b be a lower priority frame competing with a frame from the neighbouring MTU, with a higher priority e. In regard to the above rule, the following formulae should be applied:
where d min is a preset minimum number of jumps in the transmission path, which should not be exceeded by the transmitted frame. The last two rules are introduced to the system by modifying the fourth rule based on the dependencies (10) . It should be noted that each frame can move with a certain maximum speed imposed by the physical system. In simulations, this speed should be limited and the following entered:  Limitations resulting from the presence of MTU in the emergency or start-up state (elements that frames should avoid creating transmission paths), and  Attractors in the form of main receiving and transmitting stations.
SUMMARY
Control and monitoring systems, capable of adaptation and learning, are used in industrial practice on a larger scale. The Internet of Things (IoT) techniques and direct communication M2M (Machine to Machine) have an impact on the structure and functionality of control systems used in machines, shaping the idea of Industry 4.0.
Smart wireless communication systems based on the mesh topology are beginning to appear on the mining market. These systems are characterized by a high degree of reliability, scalability, and low energy consumption.
The method of the self-organization of the communication system based on a swarm algorithm enables an implementation of the state-of-the-art and effective routing technology in the networks of mesh topology, including those used in underground mines, especially in diagnostic and monitoring systems, as well as for the protection of machines. Sub-assemblies of the networks equipped with MTU nodes can be treated as components of a measuring swarm. It is particularly important for operational safety in underground mines due to the reliability of mesh networks.
